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“We simplify the way you build trust and
resilience in cyberspace”
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OUR ELITE TEAM OUR CERTIFICATIONS

CISSP | CSSLP | CISA | CISM | CDPSE | CDPO | CCISO | GIAC GWAPT |

Our team has over 20 years of experience in cybersecurity as consultants, ECSA | CEH | CHFI | ECES | ENSA | CSCU | CEIl | CSIE | CSAE | CASP+ |
implementers, advisors, instructors, researchers, and service providers in CySA+ | Security+ | Pentest+ | Network+ | CTT+ | CNVP | CSAP | CNSP |
various industries. IRCA 1SO27001 PA | PECB 1S027001 SLI | PECB 1SO27001 LI | PECB

1ISO22301 PI | PECB ISO31000 RM | ITILv3 Foundation

Financial Telecom Insurance Our Security Operations Center (SOC) is 27001 and
Retail Healthcare Government 27701 certified

Energy Defense National CERT

Leasing Manufacuring Entertainment
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SECURITY
SYSTEM
INTEGRATION

A
CYBER ELITE

“The Most Trusted and Supportive Cybersecurity Company”

MANAGED
SECURITY
SERVICES

We offer full range of end-to-end cybersecurity products and services,

SECURITY
ADVISORY

designed and tailer-made to fit each organization cybersecurity

context and exposure

TRAINING &
AWARENESS

No “one size fits all’ in cybersecurity

CYBERSECURITY
PLATFORMS
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CYBER ELITE

Products, Solutions, and Services Highlights

Pre-defined custom solutions and services for each sector

Security Solutions Security Advisory

Cloud Security
PDPA

Cyber Maturity Assessment

Security Readiness Advisory
Cyber Incident Response Regulatory Compliance Advisory
E-Insurance

CRAF

Security Assessment
Security Infrastructure Review

Cyber Hygiene

Security Hardening

Cyber Act

Cloud Security
Zero Trust ISO27001 Consulting
Cyber Threat Intelligence

IT Third Party Security

Cyber Drill and IRP Advisory

Network Security

OT Security

www.cyberelite.co Copyrights 2022 CYBER ELITE. For CYBER ELITE customers only
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Managed Security Services

Managed Cybersecurity Program
(vCISO)

Managed Network Security
Managed CSOC

Managed Vulnerability

Managed Cyber Threat Intelligence
Managed Cloud Gateway Security

Managed Data Loss Prevention
(DLP)

Managed Data Tokenization
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Global Al Adoption Index 2022
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Top 3 Benefits

1. Automation, Cost saving (54%)

2. Improvementin IT
performance (53%)

3. Better experiences for
customers (48%)

Top 5 Barriers to Al adoption

1. Al skills, expertise or knowledge
(34%)

2. Priceis too high (29%)

3. Lack of tools or platforms to
develop models (25%)

4. Projects are too complex or
difficult to integrate and scale
(24%)

5. Too much data complexity (24%)
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Stay in touch!

Defensive cybersecurity

* Proactively attempting to prevent cyber attacks

e Reactively attempting to identify, block, and mitigate ongoing attacks

Proactlve/

Threat detection
(False Positive, False Negative, MTTD)

Threat response time (MTTR)

? ? ?
New threat identification
(Zero-day Attack)
Staffing capacity and expertise
? ? ?

Large volume of cyber alerts

How to manage? ? ? ? i
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CYBER ELITE
Use Cases : UEBA

Rule based alert (Example) (just for study)

www.cyberelite.co

Alert condition

_____________
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CYBER ELITE
Use Cases : UEBA

Anomaly Detection: Isolation forest

Example on actual login data

www.cyberelite.co

count

w

_source.reason

sslvpn_login_permission_denied

sslvpn_login_permission_denied

sslvpn_login_permission_denied

sslvpn_login_permission_denied

sslvpn_login_permission_denied

sslvpn_login_permission_denied

sslvpn_login_permission_denied

10

_source.RemotelPGeo.city_name

Bangkok

Bangkok

Bangkok

Nonthaburi

Nonthaburi

Nonthaburi

Nonthaburi

_source.RemotelPGeo.country_name

Thailand

Thailand

Thaila

Thailand

Thailand

Thailand

Thailand

14

hour

_source.RemotelPGeo.location.lon _source.RemotelPGeo.location.lat _source.@timestamp _source.user

100

10

2023-03-09
20:52:36.088000+00:00
2023-04-10
3:31.008000+00:00

2023-03-3

16:01:15.544000+00:00

16 18 20 22

CYBERELITE



CYBER ELITE
Use Cases : UEBA

Anomaly Detection: Isolation forest
Result

)

CYBER
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Use Cases : UEBA

* Anomaly Detection: Isolation forest (2 dimensions)

Let’s try to use lsolation forest use to on Login log to detect anomalies.

Scatter Plot of Cluster with Random Noise

Histogram Plot
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Use Cases : UEBA

The premise behind Isolation forest is that Anomalies easier to separate from the rest

of the sample.
In other words, when construct a decision tree using randomly selects a feature and

a split value, on average an anomalies will be isolated much sooner than normal data

points.

Isolating an outlier Isolating an inlier

Step 3.
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Use Cases : UEBA

- ;

Let’s try to use lsolation forest use to on Login log to detect anomalies.

Do those steps multiple time then get average isolation number

Scatter Plot of Cluster with Random Noise Scatter Plot of Cluster with Random Noise Scatter Plot of Cluster with Random Noise Scatter Plot of Cluster with Random Noise
Timestamp range: (1.73,23.20) Timestamp range: (1.73,23.20) Timestamp range: (1.73,23.20) Timestamp range: (1.73,23.20)
Distance range: (-0.05,30.52) Distance range: (-0.05,30.52) Distance range: (-0.05,30.52) Distance range: (-0.05,30.52)
Data points @ Datapoints »  Data points @ Datapoints
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isolation number: 3 isolation number: 3 isolation number: 4 isolation number: 5

. . 3+3+4+5
average isolation number == = 3.75
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Use Cases : UEBA
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Let’s try to use lsolation forest use to on Login log to detect anomalies.

Do those step on all data points

Scatter Plot of Cluster with Random Noise Scatter Plot of Cluster with Random Noise Scatter Plot of Cluster with Random Noise Scatter Plot of Cluster with Random Noise
Timestamp range: (1.73,23.20) Timestamp range: (1.73,23.20) Timestamp range: (1.73,23.20) Timestamp range: (1.73,23.20)
Distance range: (-0.05,30.52) Distance range: (-0.05,30.52) Distance range: (-0.05,30.52) Distance range: (-0.05,30.52)
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isolation number: 11 isolation number: 8 isolation number: 4 isolation number: 14

. . 11+8+4+14
average isolation number = . = 9.25
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Use Cases : UEBA

* Anomaly Detection: Isolation forest

Scatter Plot of Cluster with Random Noise

. * average isolation number = 3.75

25

20

** Anomalies data will have average isolation number lower
than regular data

Distance from last login location (km)

e I *—I average isolation number = 9.25

5 10 15 20 4
Timestamp [Indochina Time /+7 UTC] (hr)
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CYBER ELITE soymiewcn: £ in o
Use Cases : UEBA

* Anomaly Detection: Isolation forest

Whatis “olation forest?

Isolation Forest is a machine learning algorithm that efficiently identifies anomalies or outliers in
datasets by leveraging random partitioning and isolation techniques.

CYBERELITE
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Use Cases : UEBA sioyinioucn! f in @

Anomaly Detection: Isolation forest
Score interpretation

Path length decision boundary
of IsolationForest

1.0 Normal

0.8

0.6

0.4

0.2

0.0 Abnormal

K
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Al Adoption in Cyber Defense Use Cases
UEBA with Neural Network
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CYBER ELITE
Use Cases : UEBA with Neural Network

Rule based (Example) (just for study)
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CYBER ELITE
Use Cases : UEBA with Neural Network

Rule based (Example) (just for study)
- Detecting Credential Theft Using Geographic Information

Anyone travelling faster than 450 miles/hour

o — — —
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CYBER ELITE
Use Cases : UEBA with Neural Network

Data Source (Raw Log)

T
Time.» Document t | RemoteIPGeo. city_name Nonthaburi
7 in2, 2603 @ 88:00:38.723  gction.keyword: tumel-up host: 172.22.1.254 reason.keyword: login successfully user.keyword: tong Etinestamp: Jun 2, 2023 © 15:99:38.723 Btimestamp_utc: Jun 2, 2023 € €B:0:35.723 Eversion: 1 @version.keyord: 1 action: tumel-up Multi fields
e FOGETISGGS) ceid eord: FOTRETKIGRSESS devones FRTIGE BCAUP. denm.keyword: ORTIGHTEBHOUP 6 host WA dt st ke W elssticlgtpes fotigte elasticlagtyse kpord: fortigte eventtinet
evnttine epiord: GBSSTESSRINSA Ftg.subtypes o g subtype ey on F_types evert g type keord: event geerated. i qeerated i e RemoteIPGeo.city_name. keyword: Nonthaburi

prit_tumeL USER hast_device_type: fortigate host_evice_type keysord: fortigate Rost.keyord: 172.22.1.254 levels information level kepword: infornation logdesc: SSL VP tumel p logdesc.keyword: L VY tumel.
ORTIGHTE KU e FGIGBETKIBAIOGSI" eventtine<TGRSGGTEIDEA0RI4 tae"S6T00" Loghde"DIOIOINN" types"event” subty

aroup: Sprit_tumel_USER  group.keper
up Logid: 0101605424 ogid Keywords G1BIGS0422 essages dates2323-06-02 tinecda:00:38 devna

t RemoteIPGeo.continent_code AS

P levels"information” v

PN, 208 8 0ISS2STS action heyword: tumel-up hosts 172.22.1,284 reason kepword: login successfully user.keynoro: tong Etiestamp: hn 2, 2023 @ B3155:25.753 Gtimestonp_utci Jun 1, 2023 € 20155:25.755 ersions 1 Gversion.keyor: 1 sction: tuel-tp Mui fieids
devid: FSIBGETAIGEIS6S3 devid keyword: FO1DIETKBRRS6SD devnane: ORTIGATE_BACKP. Gevnene keyword: FORTIGHTE_BACKIP dst_ost: WA dstbost.Keyword: /A elasticlagtpe:. fortigste elasticlogiype.kepvord: fortigate eventtine:
RemoteIPGeo.continent_code . keyword: AS
eventine keprord: TGITSTAZSESSY o subtype von fig_subype kepord: van Fla_type: event Fiype keyword: event generated Z generate._id kepore: s

roup: Sprit_tumeL USER group.keyword: Sori_tumel USER host_device_type: fortigate host_devioe_type.keymord: fortigate host kemord: 172.22.1.258 level: information level.keyword: infornation Logdesc: SSL VP tumel up logdese.keywords SSL VPN tummel
o~ SRS s P N e e o e e 5 v & " t RemoteIPGeo.country_code2 TH

o Tgid TEONL4 Loid eord VEESH2A pestag: doteEIB6-1 ineZ8:5:25 cvnone FIRTIGHTE_BOKP" v FOIRIETKBENGSY venttsnes SSRIISTASISE, i7" gl BEIEHAA" ypes"eent” subtypes"on” IvelSnoratin v ot
1 7 ¥ Multi fields
7 in 1, 2603 @ 17:00:37.332  gction.keyword: tumel-up host: 172,221,254 reason.keyword: login successfully user.keynord: tong Etinestamp: Jun 2, 2023 © 09:99:37.332 Btinestamp_utc: Jun 1, 2023 € 17:99:37.332 Gversion: 1 @version.keyord: 1 action: tumel-up
dvid FOTWETNIBSS) i Keord: FORETCOASS devene:, FORTIGTE AP devne Keynord: FOTIOE AP s St WA st ot ke A elasticlgtpe: fortgate elastclogtpe Kepord: fortgae eventise: RemoteIPGeo country_code2 keyword: TH
‘eventtine keyword: 1685613637309191285 ftg_subtype: vpn ftg.subtype.keyword: von ftg_type: event ftg_type.keyword: event generated_id: 7 generated_1d keyword: 7
o Sri temel_IER g keird: i, aneL. ISR ot device e fortste o Gvie . heyrd: oSt Nt ey 172.2.1.258 vl nforrtion vl Ko fonsticn Lo SL VPN el up o Keerd: KL VN tel ¢ RemoteIPGeo.country_coded TH

oot

up Logid: 0101665424 i Keyworo: G1BIBRSH2S mesage: dates2823-06-01 tine=17:60:37 devnanesFORTIGHTE_BACKLP" evic"FOIBOETKIBASORSS" eventtine="SGS6136STIARNSNZES z='s8180" Logid="BIBNERRARA" types'erent” subty

o Jevelsinformation” v
Multi fields
> AT, 2603 8 05:28146.280  sotion.keyword: tumel-up host: 17221.1,254 reasankeyword: Login sccessfully user ke tang Etirestampt i 1, 202 € 15:20:46.260 Gtinestonp.utc: Jun 1, 2073 € B8:20:46.200 Bvrsion: 1 Gvrsion keynord: 1 ection: tumel-tp
devid: FSIBGETHIGEIS6S3 devid keyword: FO1DIETIBBRS6SD devnane: ORTIGATE_BACKP. Gevnene keyword: FORTIGHTE_BACKIP dst_fost: WA dstbost.Keyword: WA elasticlagtpes. fortigste elasticlogiype.kevord: fortigate eventtine: RemoteIPGeo . country_code3.keyword: TH
crenttine keyrord: 168SSOU29677621T Ftg_subtype: v ftg_subtype keyord: von ftg_type: event Fta_type keord: event geerated.id: 2 5
Group: Sprit_tumeLUSER grop.Keyword: Sprit_tumel_USER hast_devicetype: fortigate host_tevice._type keysord: fortigate ost.Kepword: 172.22.1,254 Tevels information level keyword: infornation logdesc: SSL VA tumel up logese. keyword:

generated_id kepworc: a3a3 - -y

SL VPN tumel t |RemoteIPGeo. country_name  Thailand

-
up logid: 8181839424 logid.keyword: @181839424 message: dates2823-06-81 tine=08:20:46 devnane="FORTIGATE BACKUP devid="FGIBOETK1B239653" eventtine=1685562446206776217 tz="46780" logid="8181039424" types"event" subtype="vpn" level="information" vde'root"
Multi fields
Moy 31, 228 @ SIS0 action ko el host: 17222258 reoon Keord: Toin sesessfully ser Keord: ton Gisestanp My 31, 225 € 2115125263 eiestop.ut: Moy 51, 2623 14151125269 @version 1 Berson ey 1 action: tunel-p
e FGETIIN66S) coid eord: FOTRETKIBRSESS devines FRTIGTE BCUP denme keyword: ORTIGHTBROUP st bost WA dt st ke WA elaticlgtpes fortigte elasticlagtyse kerd: fortigte eentine: RemoteIPGeo.country_name.keyword: Thailand
eventtioe ke 68SISHEANGEE o sitped o fog_sbtype keord: n Tt pel event fa_tpe kenerd: evnt. gererated seersted i ey e === ———— - ———
o Spri temel ISR o keiord: i, aneL.USR o device e fortsate o Gvie . eyard: ot Rt e 17.2.1.25 vl nforrtion vl Ko infonsion Toise: SL VPN el up ok Keerd: KL VN tel f RemoteIPGeo.ip ~_ _ _ _ 117.121.221.784 |
0 Lo OITEON2¢ Logi keord TEISBAS nesagt Gote-DE-G5-31 tine- S 25 vt ROTIGHE DR v FGTRETKIBERS:" ventinsGESSSHDISINGLY Lo T0" Logid=S1ESO024” e evnt s Ll informeton v st
» I i e ettt : . E . tpeserent” sty . A ete
RemoteIPGeo. ip keyword: 117.121.221.184
R — —_——— = —
— — # | RemoteIPGeo_latitude 13.886 1
# RemoteIPGeo. locstion.lat  13.886
g # RemoteIPGeo.locstion.lon  18@.439
—_——— e —— —_—————n
E # | RemoteIPGeo . longitud 188439
----------------‘
£ t | RemoteIPGeo postel_code 11888 1
Multi fields
RemoteIPGeo.postal_code.keyword: 11880
| RemoteIPGeo.region_code 12
Multi fields
RemoteIPGeo.region_code.keyword: 12
t RemoteIPGeo.region_name Nonthaburi
Multi fields
RemoteIPGeo.region_name.keyword: Nonthaburi
- = =g
t | RemoteIPGeo. timezone Asia/Bangkok |
Multi fields
RemoteIPGeo. timezone.keyword: Asia/Bangkok J

CYBERELITE
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CYBER ELITE

Use Cases : UEBA

Dataset Preparation

user’ login_date login_time| country_name city_name
tong 1/5/2023 08:59:23 Thailand Bangkok|
tong 1/5/2023 14:19:10 Thailand Bangkok|
tong 1/5/2023 20:04:46 USA Chicago
tong 2/5/2023 09:29:35 Thailand Bangkok|
tong 2/5/2023 15:31:53 Thailand Bangkok
tong 2/5/2023 20:39:33 USA Chicago
tong 3/5/2023 10:22:57 Thailand Bangkok
tong 3/5/2023 13:56:04 Thailand Bangkok
tong 3/5/2023 20:13:11 USA Chicago
tong 4/5/2023 08:23:27 Thailand Bangkok
tong 4/5/2023 14:23:50 Thailand Bangkok
tong 4/5/2023 19:43:13 USA Chicago
tong 5/5/2023 10:02:00 Thailand Bangkok|
tong 5/5/2023 14:33:07 Thailand Bangkok|
tong 5/5/2023 19:14:47 USA Chicago
tong 6/5/2023 10:33:43 Thailand Bangkok|
tong 6/5/2023 15:57:44 Thailand Bangkok|
tong 6/5/2023 21:34:16 USA Chicago
tong 7/5/2023 09:40:30 Thailand Bangkok|
tong 7/5/2023 13:46:40 Thailand Bangkok
tong 7/5/2023 21:06:50 USA Chicago
tong 8/5/2023 10:16:01 Thailand Bangkok
tong 8/5/2023 13:46:46 Thailand Bangkok
tong 8/5/2023 20:06:08 USA Chicago
(] e
tong 27/5/2023 13:05:50 Thailand Bangkok
tong 27/5/2023 21:39:03 USA Chicago
tong 28/5/2023 09:57:07 Thailand Bangkok|
tong 28/5/2023 15:26:58 Thailand Bangkok|
tong 28/5/2023 20:33:49 USA Chicago
tong 29/5/2023 09:39:22 Thailand Bangkok
tong 29/5/2023 Thailand Bangkok
tong 29/5/2023 USA Chicago
tong 30/5/2023 Thailand Bangkok
tong 30/5/2023 15:47:54 Thailand Bangkok|
tong 30/5/2023 21:14:08 USA Chicago
tong 31/5/2023 09:25:29 Thailand Bangkok
tong 31/5/2023 14:02:45 Thailand Bangkok
tong 31/5/2023 20:24:16 USA Chicago

www.cyberelite.co

encoding

; H
' H
Y X

| ! " ' !
I
login_timé hour : country_name|  country_code |
8:50:23 8| Thailand 661
14:19:10 14[1 Thailand 66|
20:04:48 20[} USA 1,
09:29:33 oli Thailand 66!
15:31:53 15! Thailand 66|
20:39:3 20[, UsA 1)
10:22:57 10[1 Thailand 66!
13:56:04 13! Thailand 66,
20:13:11 20[, USA 1)
08:23:21 8! Thailand 66|
14:23:50 14 Thailand 66,
19:43:13 19[1 usAl 1
10:02:00 10[ Thailand 66|
14:33:0] 14} Thailand 661
19:14:47 191 USA' 1
10:33:43 10[ Thailand 66,
15:57:44 15[, Thailand 661
21:34:16 211 UsA 1|
09:40:30 9y Thailand 66,
13:46:4Q 13[1 Thailand 66!
21:06:50 21! USA 1|
10:16:01 0] Thailand 66|
13:46:46 13[1 Thailand 66!
20:06:08 20[" USA| 1),
| i ! !
1 ! : !
1 ! h !
1 e 8 o h !
1 ! | !
1 ! \ !
1 ! | !
13:05:50 13 Thailand 66}
21:39:03 211 us, 1f
09:57:07 off Thailand 66
15:26:58 15[ Thailand 66)l
20:33:49 20|! UsA 1
09:39:22 9]} Thailand 66}
15:40:12 15]1 Thailand 66|
21:01:29 21" USA 1
09:47:37 oy Thailand 66)1
15:47:54 151 Thailand 66
21:14:04 21[; USA| 1
09:25:29 oli Thailand 66]
14:02:43 14" Thailand 66
20:24:1¢ 20]; UsA ]
T

Datetime Properties

Series

Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series
Series

Series

.dt

.dt
.dt
.dt
.dt
.dt
.dt
.dt.
.dt
.dt
.dt
.dt
.dt
.dt
.dt
.dt

.date

.time
.year
.month
.day
.hour

.minute

second

.microsecond
.nanosecond
.week
.weekofyear
.dayofweek
.weekday
.dayofyear
.quarter
-dts
.dt.
.dt.
.dt.
.dt.
.dt.
cate
.dt
.dt

is_month_start
is_month_end
is_quarter_start
is_quarter_end
is_year_start
is_year_end

is_leap_year

.daysinmonth

.days_in_month

Returns numpy array of python datetime.date objects (namely, the date part of

Timestamps without timezone information).

Returns numpy array of datetime.time.

The year of the datetime

The month as January=1, December=12

The days of the datetime

The hours of the datetime

The minutes of the datetime

The seconds of the datetime

The microseconds of the datetime

The nanoseconds of the datetime

The week ordinal of the year

The week ordinal of the year

The day of the week with Monday=0, Sunday=6

The day of the week with Monday=0, Sunday=6

The ordinal day of the year

The quarter of the date

Logical indicating if first day of month (defined by frequency)
Indicator for whether the date is the last day of the month.
Indicator for whether the date is the first day of a quarter.
Indicator for whether the date is the last day of a quarter.
Indicate whether the date is the first day of a year.
Indicate whether the date is the last day of the year.
Boolean indicator if the date belongs to a leap year.

The number of days in the month

The number of days in the month

CYBERELITE
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CYBER ELITE

Use Cases : UEBA

Data Labeling (for Supervised Learning Algorithm)

Normal Bahavior

hour count:ry_codeI label (1=nomal, 0=anomaly)
8 66 1
14 66 1
20 1 1
9 66 1
15 66 1
20 1 1
10 66 1
13 66 1
20 1 1
8 66 1
14 66 1
19 1 ~ 1
10 66 1
14 66 1
19 1 1
10 66 1
15 66 1
21 1 1
9 66 1
13 66 1
21 1 1
10 66 1
13 66 1
20 1 1

www.cyberelite.co

Abnomal Behavior

hour country_code: label(1=nomal, 0=anomaly) |
1 44 of
2 32 0|
5 86, 0|,
6 32| ol
23 44 of
23 86 ol
1 o1 0|
3 32! 0|
4 44, o)
5 91, ol
22 44 of
23 91 ~ of
0 98 0|
1 44 0},
2 86, 0},
5 91| ol
6 91 of
23 61 of
23 91! 0|
1 32! of
3 91 ol
4 61 ol
5 44 of
22 98 0|

______________________

Normal Hour vs. Anomaly Hour

label (1=nomal, 0=anomaly) ¥| 0| 1| 2| 3| 4| 5| 6| 8| 9|10|13|14| 15|19 20| 21| 22| 23|Grand Total
0 1 2| 2| 2| 4| 2 2| 5 24

0 0 0 93
Grand Total 1| 4| 2| 2| 2| a| 2| 7|14]{10] 9[13]| 9]10[10[11] 2| 5 117

Anomaly Country

\&,

CYBERELITE




CYBER ELITE
Use Cases : UEBA

Use data to train

Pt cains |
Pota main . |
Data point _ Data point; (n feature)
x1: location x1: location - ()
W7\
X5: Timestamp X5: Timestamp >R A )
\\‘6 5"/.\\6, 4%
{ ‘:’:""\ ""\")' "\ »
., .0. o 00 )
LSO
LIRS
X,,_1: Device X,,_1: Device > DX A
NN
Xn: O0S Xn: O0S >

www.cyberelite.co CYBERELITE
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Use Cases : UEBA with Neural Network

Instead of relying on those rule to handles case by case, we can use machine
learning to find those rule for us.

In this specific we can use

DEEP LEARNING NEURAL NETWORK

Multiple hidden layers
process hierarchical features

Ny

2

N7 SN N
RGN NNS
CNNR PPN ML 0% N\ 7
2 A N
Tt A% Output
Soe X George
2o, L 7 ZS &
2% ,/o'

Input I N .'r'l,‘f'.",A (‘\:\\\s’ 757X ‘.',2"&1\\\
PO - RN " FZDERN

SN 2NN 7>

v £ I

N\ 72 XA,
entify
combinations

N

A/ 1 3
\} 7 ‘\\\., v &7 7S NN \
Identi ///\ , \\\\

light/dark S or features
pixel value Identify Identify |dentify
\ edges combinations features /,
~—— of edges ——

.= HEF "H® =23 HEER
www.cyberelite.co .§-= ... ..ﬂ -..
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Then, let’s assume the following, giving us the following inputs:

WWW,

CYBER ELITE

Use Cases : UEBA with Neural Network

How is it compared to the working of brain.

You should go surfing (Yes: 1, No: 0).

Let’s assume that there are three factors influencing your decision-making:

1. Are the waves good? (Yes: 1, No: 0)
2. Isthe line-up empty? (Yes: 1, No: 0)

3. Has there been a recent shark attack? (Yes: 0, No: 1)

X1 =1, since the waves are pumping

X2 =0, since the crowds are out

X3 =1, since there hasn’t been a recent shark attack
W1 =5, since large swells don’t come around often
W2 = 2, since you’re used to the crowds

W3 =4, since you have a fear of sharks

cyberelite.co

xl
Wi1
Y
X, W2 / : Output
W3
X

1

Swixi + bias = wilx1l + w2x2 + w3x3 + bias
output =f(x) =1 if wixl + b>=0;0if Ywixl +b <0
Y =(1*5) + (0*2) + (1*4)-3 =6 ﬁ

CYBERELITE



CYBER ELITE
Use Cases : UEBA with Neural Network

How dose it work?

Weights after iteration 0

FeedForward Total Error

oo @ @ :Bim

lllllllllll

R.Brilenkov

www.cyberelite.co CYBERELITE



Use Cases : UEBA

1 import tensorflow as tf
* Neural Network Implementatior 2
Neural NetWOIR impilemeniadion 3 # Define inout laver
4 input layer = tf.keras.layers.Input(shape=(2,))
=
6 # Define the hidden layers
7 hidden layerl = tf.keras.layers.Dense(4, activation="relu’)(input layer)
FEATURES + — 2 HIDDEN LAYERS OUTPUT 2h1dden_1ayer2 tf.keras.layers.Dense(4, activation="relu’)(hidden layer1l)
Which Test loss 0.470 - | i
f‘rf‘: T 5 + - + - Latd 1 output_layer = tf.keras.layers.Dense(1)(hidden layer2)
e 4 neurons 4 neurons
X, g . 4 model = tf.keras.models.Model([inputs=input layer, outputs=output layer|)
X 3 g 2 S
o :.;:“:-‘,f:,.:'.:f‘ : 4
p 4 .‘: = '0.«'0. .. °®
p : 3
ne neuron wcig‘r":t; v
" sy iho i 0
Colors shows =

v
CYBERELITE

www.cyberelite.co



DATA

www.cyberelite.co

Y

How dose it work?

000,000

FEATURES

0.01

Sigmoid None

+ — 1 HIDDEN LAYER

RS —

4 neurons

https://playground.tensorflow.org/

OUTPUT

Test loss

0.471

Classification

—E’ﬁ’

CYBER



UEBA, Other
use cases

(Example)

Session Duration Analysis -> Ex: Web Application Session
Duration, Database Session Duration

Data Transfer Analysis -> Data Exfiltration

Data Access Activity Analysis -> Data Protection(File,
Database, Application)

Fraud Detection -> Transaction Behavior Analysis



CYBER ELITE
Use Cases : UEBA + IBM SOAR

LogYou
(User and
Entity Log)

www.cyberelite.co

UEBA
(Anomaly Detect) :>
Model
e -
2 —

aaaaaaaaaa

RRRRRRRRR

Recent Activity

API Disable (User: userl)
Dashboard IBM
& e SOAR >
Alert
AD Server

|

Type: Incident

Incident Name: UEBA Incident
Incident Desc: Anomaly Username: userl

v

CYBERELITE



Stay in touch!

Al Adoption in Cyber Defense (Conclusion)

Proactive/
Reactive

Key Issues Use Cases ML Algorithms

Anomaly Detect
UEBA (Isolation Forest (Unsupervised),
Neural Network (Supervised))

Proactive/
Reactive

Threat detection
(False Positive, False Negative, MTTD)

Threat response time (MTTR)

New threat identification
(Zero-day Attack)

Staffing capacity and expertise

Large volume of cyber alerts

How to manage?

Vv VV VV. Yy Al il o
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Al Adoption in Cyber Defense Use Cases
Natural Language Processing (NLP) |
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CYBER ELITE
Al Use cases: Natural Language Processing

® Issues Recurring Detection

® Text Clustering

v
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CYBER ELITE
Al Use cases: Natural Language Processing

® Issues Recurring Detection

@

Intuitive way to approach is to reshape the ways we think about/ ask the question

01100
= 01100 10110
é;_ _||||||_ j_:_ — 10110 _IIIIII_ 11110
N s A0 e 0 —
,/_— T 01100 T
V= J= 01100
7= = 10110
/N 77/ I\ 11110 TEEL:

Yo v

www.cyberelite.co CYBERELITE



CYBER ELITE
Al Use cases: Natural Language Processing

* Issues Recurring Detection |82

Jaccard Similarity. The simplest way to compare two texts.

o Number of common unique words  AND operation then bit count 3
Jaccard Similarity = : = : : =—-=0.6
Total Number of unique words OR operation then bit count 5

Example.

Numerical representation

LI S o N T
£ IENE S BN N
1

137
1 N IALAWNTUN [197, 200, A, n1un] 1
et |30 1

v

www.cyberelite.co CYBER



Stay in touch!

CYBER ELITE
Al Use cases: Natural Language Processing

® Issues Recurring Detection &>

Utilizing large language model (LLM) that is pre-trained on massive amount of text(over 1 billion sentence).

It capable of
Tokenize | Encode
I 4324
Like 2695
<NULL> |o vector representation of the sentence
<NULL> |o

Large Language Model ﬁ
www.cyberelite.co CYBERELITE
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Al Use cases: Natural Language Processing

® Issues Recurring Detection

www.cyberelite.co

dog

cgt "
itten
]

houses

man

woman

queen

Y
Visualization of word
embeddings in 2D

v
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CYBER ELITE
Al Use cases: Natural Language Processing

® Issues Recurring Detection

Cosine similarity example with 2d vector

A A A

3 TAUNUNILN 4SnAtinAans

15°
% ) Q0 e LT TRUNUNTUN
mﬁn@umim 121 AUNUT > - >
Score = 0.96 Score = 0.00 Score = —1.00 _
A@;muw E‘?

www.cyberelite.co CYBERELITE




Stay intouch!

CYBER ELITE
Al Use cases: Natural Language Processing

® Issues Recurring Detection

Incident (Example)

i

W

www.cyberelite.co CYBERELITE



Stay intouch!

CYBER ELITE
Al Use cases: Natural Language Processing

® Issues Recurring Detection

Top 5 Detected Recurring Incidents

H

v

www.cyberelite.co CYBERELITE
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Al Use cases: Natural Language Processing

® Issues Recurring Detection

Details of Incident

www.cyberelite.co CYBERELITE
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Al Adoption in Cyb
NPL : Text Clustering




CYBER ELITE
Al Use cases: Natural Language Processing

® Text Clustering

is Text Clustering?

Text clustering is a technique that based on their content.

v

www.cyberelite.co CYBERELITE



Stay intouch!

CYBER ELITE
Al Use cases: Natural Language Processing

® Text Clustering
utilizing technique?

Clustering algorithms

O O

K-means Hierarchical Clustering

ENENENENENENENENENE 7

CYBERELITE
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CYBER ELITE
Al Use cases: Natural Language Processing

® Text Clustering

algorithm

1. Select the number of clusters, k, and initialize the cluster centers randomly.

2. Repeat the following steps until convergence
¢ each data point to the
® Recalculate the cluster centers as the

¢ by comparing the new cluster centers with the previous ones.

v

www.cyberelite.co CYBERELITE



CYBER ELITE
Al Use cases: Natural Language Processing

® Text Clustering

algorithm , on sample data

» »
s »
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Euclidean
Distance Between
2 Points

— ,
1.26 ﬁ
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CYBER ELITE
Al Use cases: Natural Language Processing

® Text Clustering

algorithm

gif

www.cyberelite.co CYBERELITE



Stay intouch!

CYBER ELITE
Al Use cases: Natural Language Processing

® Text Clustering
to utilizing technique?

Clustering algorithms : Hierarchical Clustering

8

7
6

3 ; ; ;

3} *
2

1

0

‘o1 2 3 rl 5 & 7 8 ﬁ

CYBERELITE
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CYBER ELITE
Al Use cases: Natural Language Processing

® Text Clustering

to utilizing technique?

Clustering algorithms : Hierarchical Clustering

Hierarchical Clustering Dendrogram

8
7} 5t
6f P4 p6
) y 4
st - ©
et
A
o 3
4l
p2 5
3l =
-_ g 2t
p1 a |
2t p3;
P 1} A
1t PO l
o 1 1 Il Il Il Il Il 0
0 1 2 3 - 5 6 7 8 p0 pl p2 p3 p4 p5 p6 ﬁ
Sample Index
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Stay in touch!

CYBER ELITE
Al Use cases: Natural Language Processing

® Text Clustering

Hierarchical Clustering

On our issues/incidents data (= 100 Samples =

Donut Chart ‘ J l | | '
h | l' I ﬁ] j]i

mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm
NNNNNNNNNNNNN
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Stay in touch!

CYBER ELITE
Al Use cases: Natural Language Processing

® Text Clustering

Hierarchical Clustering Donut Chart

On our issues/incidents data (= 100 Samples)

B Cluster 3

M Cluster Other

M Cluster 0
(Cluster Details (from manual review)  [Count | B Cluster2
Malicious code/ software/ activity 37 E E:ﬁ::
Unauthorized activities 13 oot
Failure or disruption of communication links 13
Network Reconnaissance 4
Denial of service 3
Network outage 2
Brute force 2
Other 32

CYBERELITE
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Stay in touch!

Al Adoption in Cyber Defense (Conclusion)

Proactive/
Reactive

Key Issues Use Cases ML Algorithms

Anomaly Detect
UEBA (Isolation Forest (Unsupervised),
Neural Network (Supervised))

Proactive/
Reactive

Threat detection
(False Positive, False Negative, MTTD)

Threat response time (MTTR)

New threat identification
(Zero-day Attack)

Staffing capacity and expertise

Large volume of cyber alerts

Threat Category,

Prioritization Text Similarity, Text Clustering Proactive

How to manage?

VV vv VV.\.’Y [ A7 I | i B ) 4
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Al Adoption in Cyber Defense
Key Takeaways




Artificial
Intelligence

\ 4

Machine
Learning

v

Deep
Learning

v

Clustering

Machine
1
. i i
Regression -----' Learning F- -

Anomaly
Detection

www.cyberelite.co

1 -

i
| i |
! ® ! at
-4 1 o

Supervised O o O O Unsupervised S ’ 1
[ it
! 0,
i . 5
1 ! "
-

—

Key factors to consider when
implementing Al solutions

W O N o U kA W NPR

(= S S Y
N B O

Domain Expert (cybersecurity)

Data Quality

Model Selection

Hardware

Data Understanding (especially in sensitive fields like healthcare or finance)
Security and Privacy

Scalability

Ethical Implications (such as bias and fairness)

Integration

Maintenance (Al require regular maintenance and updates)

V)

CYBER

Monitoring

Bug in Al (vulnerable to attack)



Al Adoption in Cyber Defense (Conclusion)

Key Issues

Use Cases

ML Algorithms

Stay in touch!

Proactive/
Reactive

Vvv

Threat detection
(False Positive, False Negative, MTTD)

Threat response time (MTTR)

New threat identification
(Zero-day Attack)

Staffing capacity and expertise

Large volume of cyber alerts

How to manage?

VVV. Yy Al v o

UEBA

Root Cause Analysis

Al Adoption

Threat Category,
Prioritization

Anomaly Detect
(Isolation Forest (Unsupervised),
Neural Network (Supervised))

Time Series Anomaly Detect,
Pattern Recognition,
Supervised Attack Pattern (Neural
Network)

Unsupervised and Supervised Algorithms

Text Similarity, Text Clustering

Proactive/
Reactive

Proactive/
Reactive

Reactive

Proactive
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Get in Touch with CYBER ELITE

ﬁ Q. 094 480 4838

CYBERELITE

I SALES@CYBERELITE.CO

ﬁ WWW.CYBERELITE.CO
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